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Short description of the deliverable

Deliverable 7.3 for the ECHO project, titled "Ethics Requirements," serves as a
comprehensive guide on ethical conduct within the project. It establishes crucial ethical
guidelines, provides a framework for compliance, and acts as a reference for accountability.
The document starts with an overview of European ethical standards and the role of ethics
in citizen science. It then analyzes the ethical dimensions of each work package in the ECHO
project, categorizing key ethical issues and outlining the operational approach for addressing
them. The deliverable also includes essential annexes like Information Sheets and Consent
Forms, ensuring informed participation and adherence to ethical standards across all age
groups.
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Foreword

Soil is a vital, yet often disregarded, resource that supports life on Earth by providing the
foundation for agriculture, forests, and various other natural ecosystems. However, soil
degradation is a growing concern around the world, and it can have severe consequences for
our planet like reduced crop vyields, increased greenhouse gas emissions, and decreased
biodiversity. The ECHO project aims to prevent this by bringing together citizens and
volunteer scientists from around Europe to work towards a common goal of protecting and
preserving our soils, thus contributing to the transition towards healthy soils of the EU
Mission: “A Soil Deal for Europe”.

ECHO will generate new data on the health status of EU soils, complementing existing soil
mapping and monitoring in EU Member States and Scotland, including the EU Soil
Observatory (EUSO). The project will develop and deploy 28 tailor-made citizen science
initiatives across EU Member States and Scotland, taking into account different land-uses,
soil types, and biogeographical regions, as well as stakeholder needs. With 16 participants
from all over Europe, including 10 leading universities and research centers, 4 SMEs, and 2
Foundations, under the coordination of the Free University of Bolzano-Bozen, ECHO will
assess 16,500 sites in different climate and biogeographic regions to achieve its ambitious
goals.

The project aims to engage citizens in protecting and restoring soils by building their
capacities and enhancing their knowledge. Citizens will thereby not only actively contribute
to the project’s data collection but also promote soil stewardship and foster behavioral
change across the EU. The ECHOREPO, a long-term open access repository with a direct link
to the EUSO, will make the citizen science data available for exploitation not only by
scientists but also by citizens, policy makers, farmers, landowners and other end-users,
providing added value to existing data and other relevant soil monitoring initiatives.
ECHOREPO will thus provide valuable information about the state of soil health in various
regions, and help citizens make informed decisions about land use and conservation.

We believe that the ECHO project will have a significant impact on soil health and citizen
engagement across Europe and become an important step towards protecting and
preserving our soil for future generations. By working together, we can ensure that our soil
remains healthy and productive, and that we continue to enjoy the many benefits it
provides.
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Introduction

Purpose of this deliverable
The Deliverable 7.3 Ethics Requirements for the ECHO project serves three key purposes:

e Establishing Ethical Guidelines: It outlines the ethical standards and guidelines that
govern the conduct of the project. This includes details on informed consent, data
privacy, participant rights, and the ethical handling of research data. The document
ensures that all project activities adhere to the highest ethical principles and
practices.

e Providing a Framework for Compliance: D7.3 acts as a framework for the project's
ethical compliance. It outlines the procedures and practices that must be followed to
ensure ethical integrity in all aspects of the project. This includes the responsibilities
of project coordinators and partners, the process of obtaining and maintaining
informed consents, and the guidelines for data management and participant
interaction.

e Serving as a Reference and Accountability Tool: The document serves as a reference
for all project participants, ensuring that they are aware of their ethical obligations. It
also acts as an accountability tool, providing a benchmark against which the project's
ethical conduct can be measured and audited. This ensures ongoing adherence to
ethical standards throughout the project's lifecycle.

This deliverable begins with Section 1, which, in addition to this introduction, reviews the
background of European regulation and other ethical standards in European research. It also
includes a review of important ethical aspects in citizen science, highlighting the significance
of aligning research practices with established ethical norms and the growing importance of
citizen engagement in scientific endeavours.

In Section 2, we examine the ECHO project from an ethical standpoint, systematically
analysing each work package to illuminate the most relevant ethical aspects inherent in
each. These aspects are then categorized into six different groups. This section underscores
the ethical complexities within the project's framework and emphasizes the need for
meticulous ethical scrutiny in each part of the project.

Section 3 delves into ECHO's operational approach concerning ethical requirements. It
reviews the roles of each agent involved in the project as well as the work plan itself. This
section is pivotal in understanding how ethical considerations are integrated into the
project's workflow and the responsibilities of various stakeholders in upholding these
standards.

Lastly, Section 4 methodically discusses each of the categories in which we have grouped the
most relevant ethical issues. This section is crucial in providing a comprehensive
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understanding of the ethical challenges and considerations specific to each category,
thereby facilitating a targeted approach to addressing these concerns.

Additionally, the deliverable includes annexes that encompass essential documents for
participant engagement and compliance with ethical standards. The Information Sheet in
Annex 1 is designed to inform citizen scientists about their participation in the project,
ensuring transparency and informed involvement. Annex 2 contains the Informed Consent
Form. Annex 3 presents the Informed Assent Form, specifically aimed at the participation of
minors, highlighting the project's commitment to ethical involvement of all age groups.
Finally, Annex 4 includes the Consent Form for Photography and/or Recording, ensuring
respect for personal rights and privacy in documentation processes.

Background

The EU Regulation and other Ethical Standards in European Research

ECHO, our citizen science project focused on soil health, is committed to upholding the
highest ethical standards as outlined in the Horizon Europe Research and Innovation
program. This commitment includes adhering to the principles and regulations set within the
European Union, such as the European Convention for the Protection of Human Rights and
Fundamental Freedoms, as well as the European Code of Conduct for Research Integrity.
This code provides a framework for self-regulation applicable to all European research
disciplines and settings.

The Code of Conduct emphasizes principles like reliability, honesty, respect, and
accountability in research. It calls for high-quality research practices, transparent reporting,
respectful treatment of colleagues and participants, and responsibility for the research's
broader impacts. This includes best practices in various areas such as research environment,
data management, collaboration, and dissemination. Significantly updated in 2017, the Code
now addresses modern challenges arising from technological advances, open science, citizen
science, and social media. The European Commission recognizes this Code as a cornerstone
document for research integrity in EU-funded projects and as a model for institutions and
researchers across Europe.

The ECHO consortium has fully acknowledged and committed to these ethical principles by
signing the Horizon Europe grant agreement. Consequently, this report does not enumerate
these standards and conventions separately. Furthermore, Horizon Europe regulation
emphasizes Responsible Research and Innovation (RRI), promoting research and
technological development that consider societal and environmental impacts. RRI focuses on
addressing societal challenges, ethical research practices, gender equality, science
education, and community involvement in research.

For the shake of clarity, we are including here the first ethical principles included in the
REGULATION (EU) No 1291/2013 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
11 December 2013 establishing Horizon 2020 - the Framework Programme for Research and
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Innovation (2014-2020) and repealing Decision No 1982/2006/EC. This principle is stated on
the Article 19, Ethical principles:

1 All the research and innovation activities carried out under Horizon 2020 shall comply
with ethical principles and relevant national, and international legislation, including the
Charter of Fundamental Rights of the European Union and the European Convention on
Human Rights and its Supplementary Protocols. Particular attention shall be paid to the
principle of proportionality, the right to privacy, the right to the protection of personal data,
the right to the physical and mental integrity of a person, the right to non-discrimination and
the need to ensure high levels of human health protection.

Ethics on Citizen Science

Citizen Science refers to the public engagement in scientific research activities when citizens
actively contribute to science either with their intellectual effort or surrounding knowledge
or with their tools and resources. This approach to science democratizes scientific inquiry,
involves diverse communities, and contributes to large-scale data collection and analysis.
However, the involvement of non-professional scientists also raises important ethical
considerations.

Ethical issues in citizen science are multifaceted and can be categorized into several key
areas:

o Data privacy and security: Protecting the personal information of participants is a
key aspect. This includes ensuring anonymity in data collection and being transparent
about how data is used and stored.

e Inclusivity and accessibility: Ensuring that citizen science projects are accessible to
people from diverse backgrounds is essential. This means making participation
possible for people of different ages, abilities, and socioeconomic statuses.

e Accuracy and reliability: The integrity of data collected by citizen scientists is often
qguestioned. Establishing protocols for data validation and training volunteers can
help mitigate concerns regarding data quality.

e Informed consent: Participants should be fully informed about the nature of the
research, its aims, potential risks, and benefits. Obtaining informed consent respects
participants' autonomy and decision-making.

¢ Intellectual property rights: The contributions of citizen scientists can raise questions
about data ownership and publication rights. Clear policies must be established
regarding the use of findings and crediting participants.

e Environmental impact: Projects involving environmental data collection must ensure
that they do not harm natural habitats or species.

e Ethical review and oversight: Institutional review boards (IRBs) or ethics committees
should oversee citizen science projects, especially those involving sensitive topics or
vulnerable populations.
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The Role of Guidelines and Frameworks

Several organizations and initiatives have developed guidelines and frameworks to address
these ethical challenges. The European Citizen Science Association (ECSA), for instance,
provides Ten Principles of Citizen Science that include calls for ethical practices. Moreover,
citizen science has the potential to influence policy, especially in areas like environmental
monitoring and public health. Ethical practices ensure that the data collected through these
projects are credible and can be effectively used for policy-making.

The ECHO project from an ethical point of view

We have analysed the tasks outlined in the Grant Agreement from an ethical perspective
and identified the following key aspects as crucial for complying with ethical research
standards.

For WP1, which is focused on identifying citizen science projects for soil monitoring and
creating assessment frameworks, several ethical concerns should be considered:

e E1.1 Respect for intellectual property: When identifying and collecting information
from existing citizen science projects, it's essential to respect the intellectual
property rights of the original creators.

e E1.2 Data privacy and confidentiality: In gathering information, particularly data that
may contain personal or sensitive details, adherence to data protection laws and
ensuring confidentiality is crucial.

e E1.3 Transparency and accuracy in data collection: Ensuring the collected data is
accurate and transparently reported. Misrepresentation or selective reporting of
information could lead to biased assessments and outcomes.

e E1.4 Inclusivity in methodology assessment: The frameworks developed for
assessing citizen science methodologies should be inclusive, considering diverse
participant needs and abilities, especially those of underrepresented or marginalized
groups.

e E1.5 Quality control and standardization: Establishing ethical guidelines for data
quality control that are fair and applicable across different methodologies. This
includes considering the ethical implications of using various technological support
devices in soil monitoring.

e E1.6 Impact assessment ethics: In monitoring and assessing both intrinsic and
extrinsic project impacts, it's important to consider the potential ethical implications
these impacts might have on participants, communities, and the environment.

e E1.7 Methodology sharing and collaboration ethics: In sharing methodologies and
assessment frameworks with other projects or stakeholders, ethical considerations
around collaboration, data sharing, and joint publications should be addressed.

e E1.8 Feedback and continuous improvement: Implementing mechanisms to receive
feedback on the assessment frameworks and methodologies and using this feedback
to make continuous ethical improvements.
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Regarding WP2, which encompasses the selection of citizen science methods, the
development of a toolbox and mobile app, and the validation of the ECHO platform, the
ethical concerns shift somewhat in focus:

e E2.1 ethical methodology selection: Ensuring that the chosen methods for soil
monitoring are ethically sound and do not pose risks to participants or the
environment.

e E2.2 Inclusivity in method selection: Considering diverse capabilities and access
needs to ensure methods are inclusive for all potential participants.

e E2.3 Tool accessibility: Ensuring that the tools in the toolbox are accessible, user-
friendly, and cater to diverse participant needs, including language and disability
considerations.

e E2.4 Privacy and data security: Tools must comply with data privacy laws and ensure
the security of any data collected or processed.

e E2.5 App accessibility and usability: Ensuring the app is accessible to a wide range of
users, including those with limited tech skills or disabilities.

o E2.6 Data protection: Implementing strong data protection and encryption methods
within the app.

e E2.7 Ethical testing practices: Ensuring that the testing and validation processes for
the platform are conducted ethically, respecting testers' privacy and autonomy.

e E2.8 Clarity and comprehensiveness: The instructions for use should be clear,
comprehensive, and accessible to ensure users can participate effectively and
ethically.

e E2.9 Feedback mechanisms: Incorporating feedback mechanisms in the validation
process to identify and rectify any ethical issues or user concerns.

The overall aim of WP3 is to set up and deliver participatory citizen science initiatives on
issues relating to soil health across Europe. The following aspects have been identified:

e E3.1 Informed consent and transparency: Ensuring that all participants in the citizen
science initiatives understand the nature of the project, what their involvement
entails, and the use of data collected.

e [E3.2 Data privacy and protection: Managing and protecting the personal data of
participants in compliance with the General Data Protection Regulation (GDPR). This
includes securing data collected through various means and ensuring it's used
ethically and responsibly.

e E3.3 Equitable and inclusive engagement: Addressing the challenge of inclusively
mapping and engaging target citizen groups. This involves ensuring that initiatives are
accessible to people from diverse backgrounds, ages, and abilities, and that no group
is unfairly burdened or excluded.

e E3.4 Respect for local knowledge and practices: While developing initiatives across
different Member States, it's crucial to respect and integrate local knowledge and
practices.
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e E3.5 Environmental impact: Considering the environmental impact of conducting soil
health initiatives. This involves ensuring that the activities do not negatively affect
the soil or surrounding environment.

e E3.6 Risks to participants: Identifying and mitigating any potential risks to
participants, especially in activities that may involve physical tasks. This includes the
health and safety of citizen scientists.

e E3.7 Ethical use of findings: Ensuring that the findings from citizen science initiatives
are used ethically and do not lead to unintended negative consequences for the
communities involved or the environment.

o E3.8 Feedback and redress mechanisms: Establishing clear channels through which
participants can provide feedback, raise concerns, or seek redress if they feel their
rights have been violated.

WP4 aims to maximize the value derived from citizen science initiatives by exploring the
interest and value of citizen-generated data for end-users, there are several ethical concerns
to consider:

e EA4.1 Confidentiality and data privacy: When identifying and engaging end-users, it's
important to maintain the confidentiality of any personal data collected. Adherence
to GDPR is crucial.

o E4.2 Transparency in data use: Clearly communicating to both citizen scientists and
end-users how the data will be used is essential. This includes being transparent
about who has access to the data and for what purposes.

e E4.3 Informed consent including data sharing: Ensuring that citizen scientists are
aware that their data might be shared with end-users and obtaining their consent for
the same.

e E4.4 Bias and representation in data: Assessing the interest in data use and
collaboration must be done with an awareness of potential biases in the data
collected by citizen scientists.

e EA4.5 Ethical utilization of information: In evaluating the usefulness and value of
information for different end-users, it is important to consider the ethical
implications of how this information is used, especially in making policy decisions or
developing guidelines.

e E4.6 Impact on communities and environment: When drawing policy implications
from data collected on soil health, it's crucial to consider the potential impact of
these policies on local communities and the environment. Policies should be
developed responsibly, avoiding any adverse effects.

e E4.7 Feedback and redress: Providing mechanisms for both citizen scientists and
end-users to give feedback on the data use and to address any concerns they may
have regarding ethical issues.

e E4.8 Respect for intellectual property: Respecting the intellectual property rights of
data contributors and ensuring that their contributions are properly acknowledged in
any publications or policy recommendations.
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For WP5, which focuses on establishing an end-to-end data pipeline and a long-term data
repository for citizen science, several ethical concerns arise:

e E5.1 Data privacy and security: Ensuring the privacy and security of the data
collected is paramount. This involves protecting sensitive information from
unauthorized access or breaches, especially when integrating with larger databases
like European Soil Databases.

e E5.2 Consent for data use and sharing: Acquiring clear and informed consent from
participants for the use and sharing of their data. This includes explaining how the
data will be integrated into larger databases and used in the long term.

e E5.3 FAIR data principles compliance: Ensuring that the data management practices
adhere to the FAIR (Findable, Accessible, Interoperable, Reusable) principles.

e E5.4 Interoperability and standardization concerns: Managing data interoperability
and standardization without compromising the quality and context of the original
citizen-generated data.

e E5.5 Transparency in data processing and visualization: Maintaining transparency in
how data is processed and visualized.

e E5.6 Long-term data stewardship and repository management: Addressing the
ethical considerations in long-term data storage, including who has access to the
data, for how long it is stored, and how it is maintained and updated.

e E5.7 Impact on participants and communities: Considering the potential impacts of
data collection and usage on the communities involved, ensuring that their
participation in citizen observatories contributes positively to their understanding
and management of soil health.

e E5.8 Ethical use of advanced technologies: As the development of participatory
platforms and technologies is a key aspect of WP5, ensuring that these technologies
are used in an ethical manner, respecting user privacy and avoiding any form of
digital exploitation.

e [E5.9 Equitable access and inclusion: Guaranteeing that the data pipeline and
repositories are accessible to a diverse range of users, including those with limited
technical expertise or resources.

The objective of WP6 is to maximize the impact of ECHO by implementing targeted
dissemination and communication strategies that support the other Work Packages. In this
process, the following ethical concerns have been raised:

e E6.1 Accuracy and honesty in communication: Ensuring that all information
disseminated about the project is accurate, honest, and not misleading. This includes
being transparent about the project's scope, objectives, and the limitations of the
findings.

e EG6.2 Respecting participant privacy: While communicating project activities and
results, it's vital to respect the privacy of participants. This involves careful handling
of any data or information that could potentially lead to the identification of
individual participants.
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e E6.3 Inclusivity in communication: The communication strategies should be
inclusive, catering to diverse audiences across different European regions. This
includes addressing language barriers and cultural differences to ensure that the
project's information is accessible and understandable to all.

e E6.4 Intellectual property rights: Respecting the intellectual property rights of all
contributors and partners involved in the project. Proper attribution and
acknowledgment should be given in all communication and dissemination activities.

e E6.5 Equitable access to information: Ensuring that the project's findings and results
are made available to all stakeholders, including those who may not have direct
access to digital platforms or scientific journals.

e EG6.6 Avoiding overstatement of results: Care should be taken not to overstate the
implications or applications of the project's findings in communications and
publications.

e E6.7 Ethical promotion and marketing: Any promotional or marketing activities
should adhere to ethical standards, avoiding sensationalism and ensuring that the
information is presented in a manner that is respectful and not exploitative.

e EG6.8 Collaboration and respect for other projects: In establishing connections with
other projects and initiatives, it is important to collaborate in a manner that is
respectful and acknowledges the contributions of others working in the field.

e E6.9 Feedback mechanisms: Implementing feedback mechanisms to gauge the
effectiveness of communication strategies and to address any concerns or
misunderstandings that may arise from the project's dissemination activities.

Finally, WP7 focuses on the overall coordination, supervision, and administrative
management of the project, there are several ethical concerns to consider:

e E7.1 Ethical coordination and supervision: Ensuring that all research and innovation
activities are carried out ethically, respecting participants' rights and adhering to
scientific integrity. This includes monitoring the quality and timing of deliverables to
ensure they comply with ethical standards.

e E7.2 Conflict resolution and risk management: Implementing processes to prevent
and resolve potential conflicts ethically. This includes managing risks related to
ethical issues, ensuring that any risks are identified early and addressed promptly.

e E7.3 Administrative, legal, and financial management: Carrying out administrative,
legal, and financial tasks with transparency and accountability. Ensuring that all legal
and financial activities, including reporting, adhere to the highest ethical standards
and follow EU regulations.

e E7.4 Data management plan with ethical considerations: Developing and updating a
data management plan that includes special provisions for Open Access and adheres
to the FAIR (Findable, Accessible, Interoperable, Reusable) data principles. This plan
should also consider ethical aspects of data management, particularly in relation to
participant data.

e E7.5 Compliance with ethics requirements and GDPR: Ensuring that all project
activities, especially those involving citizen participation, are compliant with ethics
requirements and the General Data Protection Regulation (GDPR). This includes
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safeguarding participants' personal data and ensuring their rights are respected
throughout the project.

e E7.6 Liaison with the EU: Maintaining ethical communication and reporting with the
EU, ensuring that all interactions and submissions are transparent, accurate, and in
compliance with EU guidelines and requirements.

e E7.7 Ethical training and awareness: Providing regular training and updates to all
project members on ethical practices, GDPR compliance, and risk management, to
ensure everyone is aware of their ethical responsibilities.

To systematically address all these aspects, we have organized the previously mentioned
ethical concerns into six categories. These categories will be discussed in detail in the
subsequent sections of this deliverable.

Research methodology and intellectual property: it focuses on ensuring ethical research
practices and the respectful management of intellectual property. It involves choosing
appropriate and responsible research methods and acknowledging as well as properly
attributing the intellectual contributions of others in scientific work. This category covers:

e E1.1 Respect for intellectual property

e E1.7 Methodology sharing and collaboration ethics
e E2.1 Ethical methodology selection

e E4.8 Respect for intellectual property

e E6.4 Intellectual property rights

Data privacy and security, data sharing & technology ethics: it deals with the ethical
management of data in science, focusing on ensuring data privacy and security, responsibly
sharing data while maintaining confidentiality, and addressing the ethical implications of
using technology in research, such as consent and data misuse. This category covers:

e E1.2 Data privacy and confidentiality

e E1.3 Transparency and accuracy in data collection

e E2.4 Privacy and data security

e E2.6 Data protection

e [E3.2 Data privacy and protection

e E4.1 Confidentiality and data privacy

e E5.1 Data privacy and security

e E5.2 Consent for data use and sharing

e E5.3 FAIR data principles compliance

e E5.4 Interoperability and standardization concerns

e E5.8 Ethical use of advanced technologies

e E7.4 Data management plan with ethical considerations
e E7.5 Compliance with ethics requirements and GDPR
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Public engagement & inclusivity and diversity in research: very close to the previous
category with no clear boundaries, it emphasizes the ethical importance of involving the
public in research processes, promoting inclusivity, and embracing diversity. It focuses on
engaging a broad range of participants, ensuring research is accessible and representative of
diverse groups, and addressing potential biases.

e E1.4 Inclusivity in methodology assessment

e E2.2 Inclusivity in method selection

e E2.3 Tool accessibility

e E2.5 App accessibility and usability

e E2.7 Ethical testing practices

e E3.3 Equitable and inclusive engagement

e E3.4 Respect for local knowledge and practices
e E4.3 Informed consent including data sharing
e E6.3 Inclusivity in communication

Transparency in communication and dissemination: it focuses on the honest and accurate
presentation of research results, ensuring that communication to the public and within the
scientific community is straightforward and devoid of misrepresentation.

e E2.8 Clarity and comprehensiveness

e E4.2 Transparency in data use

e E5.5 Transparency in data processing and visualization
e E6.1 Accuracy and honesty in communication

e E6.2 Respecting participant privacy

e E6.6 Avoiding overstatement of results

e E6.7 Ethical promotion and marketing

Ethical impact assessment, feedback and environmental considerations: it covers the
evaluation of research projects' ethical implications, gathering feedback on different areas,
including environmental impact, and considering ecological sustainability. It involves
assessing potential consequences on communities and the environment, ensuring research
practices are environmentally responsible and ethically sound.

e E1.6 Impact assessment ethics

e FE1.8 Feedback and continuous improvement
e E2.9 Feedback mechanisms

e E3.5 Environmental impact

e E3.6 Risks to participants

e E3.7 Ethical use of findings

e E3.8 Feedback and redress mechanisms

e E4.6 Impact on communities and environment
e EA4.7 Feedback and redress

e E5.7 Impact on participants and communities
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e E6.9 Feedback mechanisms

Administrative and operational ethics: it encompasses the principles and standards guiding
ethical conduct in the management and logistical operations of research. It includes ensuring
transparency, accountability, and integrity in administrative practices, legal compliance,
financial management, and in the interactions with personnel and participants. It also
highlights the importance of ethical decision-making in the day-to-day operations that
support and underlie the research activities.

e E1.5 Quality control and standardization

e E4.4 Bias and representation in data

e EA4.5 Ethical utilization of information

e E6.5 Equitable access to information

e E6.8 Collaboration and respect for other projects

e E7.1 Ethical coordination and supervision

e E7.2 Conflict resolution and risk management

e E7.3 Administrative, legal, and financial management
e E7.6 Liaison with the EU

e E7.7 Ethical training and awareness

Compliance with Ethical Requirements in ECHO

The roles in the ethics issues

To carry out the tasks related to the ethical matters of ECHO, the following roles have been
established.

e IBERCIVIS as T7.4 Ethical Issues Coordinator: IBERCIVIS plays a critical role in guiding
the project's adherence to ethical standards. They monitor compliance with ethical
guidelines, coordinate responses to ethical dilemmas, and ensure that all aspects of
the project, from data collection to participant engagement, align with ethical best
practices.

e Ethical Review Board: This body provides crucial oversight, reviewing the project's
methodologies and participant interactions to safeguard ethical integrity. They are
responsible for the ethical vetting of project activities and serve as an advisory body
on complex ethical matters, ensuring that research is conducted responsibly. This
Ethical Review Board covers all the expertise needed, and is composed by:

Table 1 Composition of the ERB

Category Person Institution
Research Methodology and Intellectual | Alba Peiro Ibercivis

Property

Data Privacy and Security, Data Sharing & | Oleg Osychenko QUANTA
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Technology Ethics

Public Engagement & Inclusivity and Diversity | To be decided AFS

in Research

Transparency in  Communication and | To be decided PlantPress

Dissemination

Ethical Impact Assessment, Feedback and | Francisco Sanz Ibercivis

Environmental Considerations

Administrative and Operational Ethics To be decided University of
Bolzano

o C(Citizen Science Initiative Coordinators: These coordinators are pivotal in
implementing ethical practices on the ground. They ensure that participants are fully
informed about the project, manage the process of obtaining informed consent, and
act as the first point of contact for addressing any ethical concerns raised by
participants.

e Partners: The partners are responsible for upholding the ethical standards in their
respective areas of involvement. They contribute to maintaining the project's ethical
integrity through their adherence to established guidelines and collaboration with
IBERCIVIS and the Ethical Review Board.

The ethics workplan

Each partner will be responsible for adhering to ECHO's ethical principles in each of their
daily activities. Presenting ethical issues within a structure divided by Work Packages will
facilitate the identification of ethical problems that each partner may face. Nonetheless,
Ibercivis will maintain constant communication with each of the partners to see if 1) They
are complying with the described ethical principles and 2) there are any unforeseen ethical
issues that should be considered.

Special emphasis will be placed on all partners coordinating citizen science activities — see
Table 2 Coordination of citizen science initiatives - @s they will carry out all the engagement tasks of WP3
and must respond to potential ethical issues that arise from each of the participating
citizens. Protocols for rapid response to the needs of each citizen will be established.
Similarly, a rapid communication channel is set up between all partners coordinating citizen
science proposals and Ibercivis, allowing for a swift response to any ethical needs that may
arise.

Table 2 Coordination of citizen science initiatives

Countries # Coord. partner
Portugal, France 2 SOLUPOTUS
Spain, Slovenia 2 IBERCIVIS
Italy, Austria, Switzerland 3 UNIBZ
Grecia, Cyprus, Bulgaria 3 AFS
Romania, Hungary, Croatia 3 usv
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Poland, Czechia, Slovakia 3 PLANTPRESS
Germany, Luxembourg, Belgium 3 UHOH
Scotland, Ireland, Netherlands 3 HUTTON
Denmark, Sweden, Finland 3 UEF

Estonia, Latvia, Lithuania 3 UEF

The Ethical Review Board will meet every six months to review the ethical aspects of the
project and establish the need to address new problems based on identified needs or those
contributed by the partners or participating citizens. This committee will also resolve issues
that may arise day-to-day at the request of project partners. The committee will also
establish a training plan for project partners, again based on identified needs.

Lastly, Ibercivis, as the leader of Task 7.4, will coordinate all the agents previously described,
ensuring a smooth and coordinated execution of the project's ethical aspects.

Covering all ethical aspects

In this section, we will cover all the ethical aspects previously identified and categorized
using the classifications described in the preceding section. We want to highlight that the
boundaries between categories can be somewhat blurry and that certain aspects might have
been classified under a different category. However, we believe that what is essential is to
systematically organize these aspects so that they can be identified and addressed by the
consortium partners.

Research Methodology and Intellectual Property

The consortium has created the following best practices for respecting Intellectual Property
ECHO academic research work:

e Understanding Intellectual Property (IP):
o IP includes creations like literary works, inventions, designs, symbols, and
images.
o Familiarize yourself with different types of IP: copyrights, patents,
trademarks, and trade secrets.
e Accurate citation of sources:
o Always cite the sources of information, ideas, or data that you did not create
yourself.
o Use the appropriate citation style (APA, MLA, Chicago, etc.) as per your field
or publisher's guidelines.
o Utilize citation management tools (e.g., Zotero, EndNote) for efficiency and
accuracy.
e Avoiding plagiarism:
o Understand that plagiarism is the presentation of another's work as your
own.
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o Use quotations for direct copying and paraphrase ideas while crediting the
original source.
o Utilize plagiarism detection tools to check your work.
e Legal use of Third-Party content:
o Understand the 'fair use' principle but be aware of its limitations (such as for
educational purposes).
o When in doubt, seek permission for using copyrighted material.
o Utilize Creative Commons licensed materials responsibly and according to the
specified terms.
e Responsibilities and consequences:
o Be aware of both academic and legal consequences of violating IP rights.
o Keep records of sources, permissions, and licenses for your work.
e Continuous learning and updating:
o Stay informed about changes in IP laws and practices.
o Regularly participate in workshops and training sessions on IP and ethics.
e Institutional support and resources:
o Utilize your institution's resources like libraries and legal offices for guidance
on IP matters.
o Encourage open discussions about IP challenges and solutions in academic
settings.
e Ethical conduct and integrity:
o Promote a culture of integrity and respect for intellectual labour in all
academic endeavours.
o Encourage the sharing of ideas while respecting the rights of original creators.

Data Privacy and Security, Data Sharing & Technology Ethics

This section serves as a complement to the content presented in D7.2, the Data
Management Plan (DMP). For a more comprehensive understanding of the information
provided in this section, particularly regarding the handling of FAIR data, please refer to this
deliverable.

GDPR Compliance

Compliance with the General Data Protection Regulation (GDPR) is a crucial aspect,
especially considering the project's scale and its engagement with many EU citizens.

Regarding the geolocation data of the samples, which is classified as personal data, we are
committed to maintaining participant privacy in line with GDPR regulations. Techniques like
adding noise to the geolocation data will be implemented to protect privacy. This approach
allows us to share the data with the scientific community and the wider public, including
those outside the EU, while safeguarding participant confidentiality.

Here are some key points ECHO has considered:
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e Data collection and consent: Under GDPR framework, ECHO will obtain clear,
informed consent from all participants before collecting personal data -see next
section. This will involve explaining the purpose of data collection, how the data will
be used, and ensuring that consent is given voluntarily and can be withdrawn at any
time.

o Data minimization and purpose limitation: ECHO will ensure that only the data
necessary for the project’s objectives is collected and that this data is used solely for
the purposes specified at the time of collection. This aligns with the GDPR’s principles
of data minimization and purpose limitation.

e Data storage and security: ECHO, within WP5, will implement robust security
measures to protect personal data from unauthorized access, alteration, or
destruction. This includes secure storage, encryption, and regular security audits to
ensure ongoing protection of participant data.

e Rights of the data subjects: Citizen scientists participating in ECHO have specific
rights under GDPR, including the right to access their data, the right to correct
inaccuracies, the right to be forgotten, and the right to data portability. The project
will create procedures in place — see next sections - to respond to such requests from
participants in a timely manner.

e Training and awareness: We will create regular training for all staff in ECHO.
Volunteers involved in the ECHO will sign informed consent providing they
understand the GDPR requirements and the importance of data protection.

Non-EU countries

HUTTON (UK) is involved with 71 PM in the project, leading citizen science initiatives and
storing UK participants' data on EU servers. Data sharing with UK partner may be required.

The European Commission's adequacy decisions enable such transfers without additional
safeguards, recognizing countries like the UK for their GDPR-equivalent data protection laws.
Nevertheless, informed consent must explicitly mention the possibility of data transfers to
the UK, ensuring participants are aware and protections under the UK GDPR are maintained.
This approach aligns with the EU's 2021 adequacy decisions, reinforcing data protection
without diminishing participant guarantees.

Furthermore, the geolocation data of the collected samples may be considered personal
data. However, these data will be adequately protected by adding necessary noise to
prevent providing an exact location (neither in position nor in time), ensuring the scientific
quality is not compromised and participant protection is guaranteed.

Data Collection and Use

e Data collection for citizen scientists: All data from citizen scientists, including
personal information, will be collected through the mobile app and the web
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platform. These platforms are designed to ensure easy, secure data submission and
to safeguard the confidentiality and integrity of the data.

e Data collection for end users: The personal data of end users will be collected
exclusively through the web platform. This method ensures a centralized, secure
approach to data collection, allowing for effective management and protection of
personal information.

e Use of collected data: The data collected will be used strictly within the context of
the ECHO project's objectives. This includes research on soil health, community
engagement activities, and other related scientific studies. Again, clear consent will
be obtained from all participants regarding the use of their data. The project is
committed to transparency about how data is used and for what purposes.

e Data management practices: Robust security measures will be in place to protect
the data collected via the mobile and web platforms, preventing unauthorized
access, alteration, or loss. All data collection and processing activities will comply
with the GDPR, ensuring the highest standards of data privacy and rights of
individuals.

e Data rights and accessibility: The ECHO project fully recognizes and upholds the data
rights of participants, in line with GDPR. This includes the right to access their data,
the right to rectification of inaccurate data, the right to erasure (or the 'right to be
forgotten'), and the right to restrict or object to processing of their data. Participants
also have the right to data portability, which allows them to receive their data in a
structured, commonly used, and machine-readable format. Clear and accessible
procedures will be in place for participants to exercise their rights. This ensures that
any requests related to their data rights are handled efficiently and in compliance
with legal timeframes.

e Data accessibility for research and public knowledge: While prioritizing the privacy
and security of participant data, the ECHO project also commits to making non-
personal and aggregated research data accessible. This is in line with open science
principles, promoting wider public access to scientific findings and fostering a
collaborative scientific community.

e Transparency in data usage: The project will maintain transparency in data usage,
ensuring that citizen scientists and the public are informed about how data is being
utilized for research purposes.

e Ethical considerations in data sharing: When sharing data with third parties, such as
research collaborators or institutions, the ECHO project will ensure that all ethical
guidelines and legal requirements for data protection are strictly adhered to.
Agreements and protocols will be in place to guarantee that shared data is used
responsibly and ethically.

e Data retention policy: The ECHO project adheres to a strict data retention policy,
which dictates the duration for which different types of data are held. The retention
period is determined based on the purpose for which the data was collected, the
necessity of retaining the data for ongoing research or analysis, and legal
requirements.

e Secure data deletion: Once the retention period expires, or when the data is no
longer required for the stated purposes, it will be securely deleted. This process
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ensures that the data cannot be reconstructed or retrieved, maintaining the privacy
and security of participant information.

e Review and update of retention policy: The data retention policy will be periodically
reviewed and updated to reflect any changes in legal requirements, project
objectives, or technological advancements.

e Participant requests for data deletion: In accordance with GDPR, participants will
have the right to request the deletion of their personal data.

Data Security Measures

e Data encryption: ECHO will develop and implement state-of-the-art encryption
protocols for all stored and transmitted data, including SSL/TLS for data in transit. It
will ensure that the encryption standards (AES for data at rest and TLS 1.3 for data in
transit) are up-to-date; these will be regularly reviewed and upgraded as newer
standards emerge.

e Strong authentication and access control: ECHO will deploy encrypted
authentication for system access. In order to minimize access risks ECHO considers
implementing role-based access controls (RBAC) and the principle of least privilege
(PoLP). Access permissions will be regularly reviewed to ensure they are appropriate.

e Regular security audits and assessments: ECHO will schedule regular security audits
complemented by continuous monitoring tools.

e Data backup and recovery plans: ECHO will implement automated data backups
stored securely and develop a comprehensive disaster recovery plan for quick data
restoration in the event of loss. The recovery plan will be tested to guarantee that it
works as expected in different scenarios, including catastrophic failures.

e Secure data disposal: ECHO will adopt and enforce strict protocols for secure data
disposal, including digital wiping and physical destruction of outdated storage media.
The protocols will be compliant with relevant EU and local regulations including
GDPR.

e Staff training and awareness: ECHO will provide training materials for staff focusing
on data security best practices, phishing awareness, password management, and
secure data handling protocols.

e Up-to-Date security software: ECHO will install robust firewalls, with updates
enabled for all security software.

e Regularly update systems: ECHO will establish a routine schedule for updating
critical software systems, giving priority to security patches and updates.

e Incident response plan: ECHO will develop a cyber-security plan, including an
incident response plan and procedures.

Public Engagement & Inclusivity and Diversity in Research

Principles of Ethical Recruitment
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The recruitment process in research involving human participants must be conducted with
utmost respect for potential participants' rights and dignity. This involves:

e Transparent communication: ECHO will outline the purpose of the research, what
participation entails, and any associated risks or benefits. We will communicate the
goals, methodologies, and findings of the project in an accessible language ensuring
transparency.

e Voluntary participation: We will ensure that participation in the ECHO is entirely
voluntary and free from any form of coercion or undue influence.

¢ Inclusivity and diversity: Efforts will be made to involve various demographic groups,
ensuring that the project is accessible to people of different ages, backgrounds, and
levels of scientific understanding.

e Educational outreach: Through workshops, informational materials, and interactive
sessions, ECHO should aim to educate the public about soil health.

e Interactive communication: We will stablish a two-way communication channel,
where the public can ask questions and express concerns, and scientists can share
insights.

e Feedback incorporation: ECHO will implement mechanisms for public feedback and
suggestions, and visibly incorporating this feedback into the project, validates public
input and enhances project relevance.

e Acknowledgment and empowerment: ECHO will recognize the contributions of
public participants to foster a sense of ownership and value, encouraging continued
engagement and advocacy for soil health.

To comply with these principles:

e IBERCIVIS, as the T7.4 Ethical Issues Coordinator, will ensure these principles are
ethically integrated into the project's communication and public engagement
strategies.

e The Ethical Review Board will evaluate public engagement activities to ensure they
align with ethical standards, particularly in terms of inclusivity, transparency, and
data handling.

o The Citizen Science Initiative Coordinators will play a hands-on role in implementing
these principles, directly engaging with the public, facilitating educational activities,
informed consents and related documents, and ensuring that feedback from
participants is heard and addressed.

Principles of the Informed consent

Informed consent is a fundamental ethical requirement in research involving human
participants and therefore, in citizen science projects. The process involves:

e Full disclosure: Providing potential participants with all necessary information about
the research in a clear and understandable manner. This includes the purpose of the
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research, procedures involved, potential risks and benefits, and the extent of
confidentiality of data.

e Comprehension: Ensuring that participants fully understand the information
provided. This may involve using simplified language, visual aids, or other methods to
convey information effectively, especially in cases involving vulnerable populations or
children.

e Ongoing Process: Recognizing that informed consent is an ongoing process rather
than a one-time event. Participants should have the opportunity to ask questions and
withdraw from the research at any time without any penalty.

e Special considerations for vulnerable groups: Implementing additional protective
measures for vulnerable groups, such as children, people with disabilities, or
populations with limited access to information. This may involve obtaining consent
from a legal guardian or using assent forms in addition to consent forms.

e Data use consent: Specifically obtaining consent for how participants' data will be
used, stored, and shared, in compliance with GDPR.

Protection of Vulnerable Groups and Other Categories of People

As said, one of the principles of the Informed Consent Process is the protection of vulnerable
Groups and other Categories of People. This subsection outlines our commitment and
specific strategies to protect these groups in the citizen science campaigns and other
participative activities.

e Child participants: When involving children in the project, we obtain consent from
both the child (assent) and their legal guardians. Information is provided in age-
appropriate language, and activities are designed to be engaging and non-intrusive.

e Participants with disabilities: For those with disabilities, we will try to provide
accessible materials and adapt citizen science activities to their needs.

e Economically disadvantaged participants: In engaging economically disadvantaged
groups, we are careful to avoid any form of exploitation. We ensure that
participation does not incur any costs to them.

Ibercivis will be in contact with coordinators of citizen science activities to regularly monitor
the necessity of new protocols in case of participation of specific vulnerable groups. All our
strategies and interactions with vulnerable groups will be designed to comply with national
and international ethical guidelines and legal standards. We will regularly review our
practices to ensure they align with the latest regulations and ethical frameworks. We will
actively seek feedback from vulnerable participants and their advocates to continuously
improve our approach. This feedback will be integrated into our project design and
execution, ensuring that our practices remain sensitive, inclusive, and respectful of the rights
and dignity of all participants.

Engagement documents
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Participants will be provided with two key documents, that will be included in the mobile
application and web platform and will be accessible offline if needed.

¢ Information Sheets, including:
o Reasons for the participant's invitation.
o The participant's role and tasks.
o Any potential risks involved in participation.
o Instructions on how to withdraw from the project.
o Details on data handling and usage.
¢ Informed Consent/Assent Forms: Available both on the project's platform (mobile
and web) and in physical form, to ensure informed, voluntary participation.

A third document will be provided to the coordinators of the citizen science activities,
enabling them to request permission from the citizen scientists to take photographs and/or
videos during the activities. These coordinators will be responsible for safeguarding these
consented reports.

e Consent Form for Photography/Recording: This will be used when activities involve
taking photographs or making audio/video recordings of participants for the
promotion of the ECHO project.

All these documents once approved by the ethics committee of the University of Bolzano will
be translated into the 24 official European languages, ensuring accessibility to all European
countries in their native languages. A preliminary version of these documents, based on the
Participant Informed Consent Form (D7.2), is included in the annexes of this deliverable.

Please note that the documents we are providing for the ECHO project are preliminary
versions. They might undergo slight changes depending on the selected research methods.
This could involve adjustments in soil sampling techniques (Task 2.1), methods used to
assess changes in participants' behaviour and perception regarding soil health (Task 1.4), and
the strategies chosen for distributing soil analysis kits to citizen scientists. We aim to refine
these documents to align them closely with our evolving research methodologies.

Guardianship of consent forms

The Informed Consent/Assent Form will be stored digitally, as it will be the application
and/or web platform itself that records these informed consents. However, in the case of
Photography and Recording Consent Forms, to be stored by coordinators of the citizen
science activities clear instructions are provided:

Responsibilities of Coordinators of Citizen Science Activities: As a coordinator of a citizen
science activity, you are entrusted with the following responsibilities:

e Requesting Permission:
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o Prior to any photography or video recording, you are responsible for
presenting the Photography and Recording Consent Form to the participating
citizen scientists.

o Ensure that the participants fully understand the purpose and use of the
photographs/videos, as well as their rights regarding consent.

e Guardianship of Consent Forms:

o Once a participant has signed the consent form, it is your responsibility to
safely store and maintain these documents.

o Keep a well-organized record of all consent forms for future reference and in
compliance with data protection regulations.

e Ensuring Ethical Practices:

o Respect the decisions of all participants regarding their consent or refusal to
be photographed/recorded.

o Ensure that photography and recording are conducted in a respectful and
non-intrusive manner.

e Communication with Project Team:

o Inform the project team about the consent status of participants, especially in
cases where specific individuals should not be photographed or recorded.

o Coordinate with the project team to ensure proper use of the collected
materials in line with participants' consent.

Procedure for Photography/Video Recording:

1. Present the Consent Form: Provide the Photography and Recording Consent Form to
the participants well in advance of the activity.

2. Clarify Queries: Answer any questions the participants may have regarding the
consent form and the use of their images/recordings.

3. Collect and Store Forms: Collect the signed consent forms before the
commencement of the activity. Store the forms securely and maintain confidentiality.

4. Compliance with Consent: Ensure that photography and recording are carried out in
accordance with the permissions granted on the consent forms.

Transparency in Communication and Dissemination

This section revolves around the integrity and clarity in presenting and sharing research
findings. This principle is key in maintaining trust and credibility in the scientific community,
end users and with the public. Here are described the general principles that ECHO will
follow:

e Honest presentation of research results: We will ensure that the findings and
conclusions of the research are presented accurately, without distortion or selective
reporting. We will avoid the omission of relevant data that could potentially alter the
interpretation of the research.

e Clear and understandable communication: We will use language and terminologies
that are accessible to the intended audience, whether it's the scientific community,
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stakeholders, or the public. We will provide context and explanation for complex or
technical aspects of the research.

e Avoidance of misrepresentation: We will ensure that all statements about the
research are truthful and not misleading in any way. ECHO will be cautious not to
overstate the significance or potential applications of the research findings.

e Respect for participant privacy and data confidentiality: We will safeguard the
privacy of citizen scientists and the confidentiality of their data, especially in cases
involving sensitive information.

e Ethical promotion and marketing: We will promote the research ethically, without
exaggerating the results or promising more than what the research can deliver. We
will avoid the use of sensationalist or misleading headlines or summaries in any
promotional materials.

e Transparency in data use and processing: We will be transparent about the methods
of data collection, processing, and analysis. We will explain the methodologies used
in the research, including any limitations or biases.

e Accountability and correction of errors: ECHO will take the responsibility for the
content of the communication and being open to feedback and criticism. We will
promptly and transparently correct any errors or inaccuracies that are identified
post-publication.

Ethical Impact Assessment, Feedback and Environmental
Considerations

Citizen science projects inherently involve diverse communities, both human and ecological.
Thus, conducting an Ethical Impact Assessment is crucial for ensuring that these projects are
conducted responsibly, ethically, and sustainably. This section covers the comprehensive
approach to assessing and addressing the ethical implications, feedback mechanisms, and
environmental considerations of the ECHO project.

e Ethical impact assessment and community engagement:

o We will engage with citizen scientists early in the activities to understand
their needs and concerns. This includes discussions with local leaders,
stakeholders, and potential participants.

o We will conduct thorough assessments to understand the potential impacts
of the research on local communities and the environment. This involves
evaluating both short-term and long-term effects.

o We will ensure that all participants are fully informed about the nature of the
research, its goals, and potential impacts.

e Feedback and continuous improvement:

o We will implement feedback mechanisms — inside the mobile app and web
platform - to gather input from participants and stakeholders throughout the
project.

o We will use this feedback to make continuous improvements in the project.
This should be an ongoing process where the project adapts to new
information and changing circumstances.
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e Environmental impact and sustainability:

o We will evaluate the environmental impact of the project activities.

o We will implement environmentally sustainable practices in all aspects of the
project. This includes minimizing waste, reducing carbon footprint, and
choosing eco-friendly materials and methods (further details below).

e Risk assessment and participant safety:

o We will identify potential risks to participants, including physical,
psychological, and social risks.

o We will develop and implement strategies to mitigate identified risks. This
includes providing training, ensuring safe research environments, and having
clear procedures for handling emergencies (further details below).

e Ethical use of findings and data:

o We will ensure that the data collected is used ethically and responsibly. This
includes respecting privacy, securing sensitive information, and using data
only for the intended purposes.

o We will report findings in a manner that is honest and transparent. Avoid
misrepresentation of data and ensure that findings are accessible to the
community and stakeholders.

e Feedback and Redress Mechanisms:

o We will establish clear procedures for participants and stakeholders to
express concerns or grievances.

o We will ensure there are mechanisms in place to address and resolve any
issues that arise, respecting the rights and dignity of all involved.

Environmental impact and sustainability

To ensure a detailed approach to environmental impact and sustainability for our extensive
soil sampling project we will create a plan that will include:

e Localized Environmental Compliance:

o With the collaboration of local stakeholders, we will review and adhere to the
specific environmental regulations of each of the 27 EU countries and the UK
before soil sampling begins, ensuring that our methods are compliant with
local laws. Our training materials will guide citizen scientists in these matters.

e Stakeholder Engagement for Biodiversity:

o We will collaborate with local environmental groups and ecologists in each
region to understand and mitigate any potential impacts on biodiversity due
to our sampling activities. Fragile environments will be mapped, and citizen
scientists will be strongly discouraged from sampling in these areas.

e Training for Sustainable Practices:

o All staff and citizen scientists will receive training on best practices for
sustainable soil sampling, including handling and disposal of materials and
understanding the local ecological context.

e Sustainability in Sampling:
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o We will use tools and containers made — when possible - from recycled or
biodegradable materials and implement procedures to properly dispose of or
recycle them post-sampling.

e Carbon Footprint Minimization:

o We will advise our citizen scientists to consider their carbon footprint when
traveling to sampling sites-for instance, by selecting nearby locations or
avoiding unnecessary trips. We will recommend the use of public
transportation whenever possible.

e Waste Reduction Initiatives:

o We will implement a strict protocol for waste management, aiming to reduce,

reuse, and recycle materials across all sampling sites.
e Monitoring and Reporting:

o We will conduct reviews of our environmental impact, compiling reports and
adjusting our strategies as necessary to improve our sustainability
performance continuously.

Risk assessment and participant safety

Our project is committed to prioritize the safety and well-being of participants, ensuring the
accessibility of sample sites, and upholding the highest ethical standards:

e Selection of Soil Sampling Methodologies: Our approach to selecting soil sampling
methodologies is grounded in safety and environmental preservation. We will:

o Avoid methods that involve hazardous chemicals or dangerous equipment.

o Opt for techniques that are safe, non-invasive, and environmentally friendly.

o Provide comprehensive training to participants, ensuring they can safely
collect samples.

o Site Selection for Soil Sampling: In choosing sites for soil sampling, we are
committed to:

o Training all citizen scientists and other participants on how to select locations
that are easily accessible and safe, considering weather conditions and how
to schedule sampling activities during optimal conditions.

o Discourage participants to sample areas that may pose physical challenges or
health risks.

o Informing participants of any specific health considerations or physical
requirements for participating in the sampling process.

e Addressing Social Risks: Our project acknowledges the potential social implications
of our work, so we will be aware of :

o Ensuring the accuracy and reliability of soil health data before dissemination
to avoid causing undue concern among communities.

o Promoting inclusivity by facilitating participation from all socio-economic
backgrounds.

o Managing expectations transparently, avoiding promises of immediate
improvements in soil health post-project, and focusing on the project's
scientific contributions and potential benefits.
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Administrative and Operational Ethics

Administrative and Operational Ethics in research refer to the ethical principles and
standards that guide conduct in managing and operating research projects. This includes
transparency, accountability, integrity in administrative practices, legal compliance, financial
management, and interactions with personnel and participants, emphasizing ethical
decision-making in daily operations. How to solve some of these problems is included in the
consortium agreement; however, we will cover some ethical aspects regarding this matter
here.

e Quality control and standardization: ECHO is committed to upholding high standards
of quality control across all research processes, including citizen science activities.
This will be achieved through comprehensive training activities and the
implementation of effective feedback mechanisms for local leaders, stakeholders,
and potential participants. Task 1.4 will focus on creating a monitoring and
evaluation framework that defines key indicators to ensure quality throughout the
project.

e Bias and representation in data: We will actively identify and mitigate bias in data
collection, analysis, and interpretation.

e Ethical utilization of information: We will use information gathered from research
responsibly and ethically, respecting confidentiality and privacy. We will share
information transparently with stakeholders while maintaining ethical boundaries.

o Equitable access to information: We will ensure that research findings and data are
accessible to a wide audience, including those who participated in the research.
ECHO will actively work to remove barriers to accessing information, particularly for
underrepresented groups.

e Collaboration and respect for other projects: We will foster a culture of
collaboration and mutual respect with other research projects and teams.

e Ethical Coordination and Supervision: The ECHO project has established a division of
responsibilities in ethical aspects, which includes Ibercivis as the coordinator of these
aspects, the ERB, the citizen science activities coordinators, and the rest of the
partners.
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Annex 1 - Information Sheet
ECHO - Engaging Citizens in Soil Science: The Road to Healthier Soils
Information Sheet for Participants

Project Purpose:

ECHO - Engaging Citizens in Soil Science is a citizen science initiative aimed at enhancing our
understanding and management of soil health. This project seeks to involve community
members in scientific research to gather valuable data on soil conditions, contributing to a
larger effort to promote healthier soils across various ecosystems.

Reasons for Your Invitation:

You have been invited to participate in this project due to your interest in environmental
science, community involvement, or potential contributions to soil health research. Your
participation is valuable in helping us gather diverse and extensive data from a wide range of
locations and conditions.

Your Role and Tasks:
As a participant, your role will involve:

e Collecting soil samples from designated or agreed-upon locations.

e Recording environmental conditions and any relevant observations.

e Submitting the collected data through our project platform or designated channels.

e Engaging in community discussions and feedback sessions, if interested.

e Filling out pre- and post-participation surveys to assess your level of satisfaction and
your perception of issues related to soil health.

Potential Risks:

Participation in this project is considered low risk. However, while collecting soil samples,
you may encounter general outdoor risks (e.g., uneven terrain, weather conditions). We
recommend taking standard precautions during outdoor activities.

Benefits:

By participating, you will contribute to vital environmental research, gain knowledge about
soil science, and become part of a community dedicated to ecological health. This project
offers an opportunity to engage in scientific research and contribute to a greater
understanding of our environment.

Voluntary Nature of Participation:

Your involvement in this project is entirely voluntary. You are free to withdraw at any stage
without any penalty or loss of benefits to which you are otherwise entitled. Your decision to
participate or not will not affect your current or future relations with the organizing entities.

Instructions for Withdrawal:
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If you decide to withdraw from the project, please inform the project through the project
platform. You may also request the removal of your data from the project database,
provided it has not been anonymized or aggregated for analysis.

GDPR Compliance:

This project adheres strictly to the General Data Protection Regulation (GDPR). We are
committed to protecting your privacy and handling your data with the utmost care and
responsibility.

Collection of personal data:

ECHO will collect personal data following the principle of data minimization, ensuring only
the necessary information for effective management across different platforms is gathered.
This may include contact details to dispatch the soil analysis kit to you. Additionally, some
data such as geographical location of soil samples will be requested, used exclusively for
scientific research purposes to enhance the precision and relevance of our study. Rest
assured, the integrity and confidentiality of your personal data are paramount, in
compliance with GDPR standards.

Legal basis for Data Processing:
In our ECHO project, we take the lawfulness of handling your personal data very seriously.
The processing of your data is based on two key legal grounds:

e Your Consent: We rely on the consent you give us (as per Article 6, paragraph 1,
letter a of the GDPR).

e Public Interest Task: The work we do is in the public interest (according to Article 6,
paragraph 1, letter e of the GDPR). This means that when we process your data, it's
not just about the project but also about contributing to something beneficial for
everyone.

Use of collected data:

Please be advised that the data collected during this project may be integrated into larger
databases for further analysis and utilized for broader research initiatives. To ensure privacy,
all personal identifiers will be removed, rendering the data anonymous before it is made
available to third parties, referred to as 'end-users.' This anonymization process is designed
to protect your personal information while allowing valuable scientific insights to be derived
from the aggregate data.

Sharing data outside of Europe:

We want you to know that some of the data you provide, like where you find your soil
samples, might be seen by people in countries outside Europe. But don't worry, we've got a
plan to keep your information safe. We'll use special tricks like adding a bit of blur to the
location details. This way, we protect your privacy by making sure no one can figure out
exactly where the data came from.
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Personal data may also be transferred bi-directionally between the UK and EU for scientific
purposes.

Retention Period of Personal Data:

We keep your personal data safe and sound for a specific amount of time. The plan is to
store it for 2 years after the end of project and once this period is up, we'll make sure your
data either becomes completely anonymous or is deleted in a way that it can't be brought
back. This is our way of ensuring that your information is used responsibly and only for as
long as needed for the project's goals.

Data Handling and Usage under GDPR:
All personal data collected will be processed in accordance with GDPR. This includes
ensuring:

e Lawful, fair, and transparent data processing.

e Limiting data processing to specific, legitimate purposes.

e Minimizing the data collected to what is necessary.

e Ensuring accuracy of data.

e Limiting the storage period of personal data.

e Guaranteeing the security, integrity, and confidentiality of data processed.

Participants have the right to access their personal data, correct inaccuracies, and request
data deletion. For any concerns about how your data is handled, please contact our Data
Protection Officer at [contact information].

Contact Information:
For further inquiries or additional information, please contact the project coordinator at
[contact information].

Thank you for considering participation in ECHO - Engaging Citizens in Soil Science. Your
involvement is crucial in our journey towards understanding and promoting healthier soils.
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Annex 2 - Informed consent form

Participant Consent Form

|, [Participant's Name], hereby acknowledge that | have read and understood the
information provided in the Information Sheet for the ECHO - Engaging Citizens in Soil
Science project. By signing this consent form, | agree to the following terms and conditions
of my participation:

Understanding of Project Purpose and Tasks:
e | understand that the purpose of the ECHO project is to enhance our understanding
and management of soil health through citizen science.
e | am aware of my role and tasks, which include collecting soil samples, recording
environmental conditions, submitting data, participating in discussions, and filling out
pre- and post-participation surveys.

Voluntary Participation:
e | acknowledge that my participation in this project is voluntary and that | am free to
withdraw at any time without any penalty or loss of benefits.

Personal data:

e | understand that the ECHO project will collect my personal data, such as contact
information and geographical location of soil samples, adhering to data minimization
principles for project management and scientific analysis.

e | consent to provide necessary personal details for receiving the soil analysis kit and
for the scientific use of geolocation data strictly related to my soil samples.

e | am aware that my personal data will be used in compliance with GDPR and will be
protected with the highest standards of privacy and confidentiality.

e | am aware that my personal data might be transferred in a bidirectional way
between UK and EU for scientific purposes.

Risks and Benefits:
e | understand that the risks associated with my participation are low and primarily
related to general outdoor activities.
e | recognize the benefits of participating, including contributing to environmental
research and gaining knowledge in soil science.

Data Handling and GDPR Compliance:
e | am informed about the data handling procedures under GDPR and the project's
commitment to protecting my personal data.
e | understand my rights regarding data access, correction, and deletion.

Consent to Use of Data:
e | hereby give my consent for the data | provide to be used for the purposes of this
research project.
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e | understand that my data will be kept confidential, and that any public dissemination
of the research results will not include my personal identification.

Contact and Queries:
e | know whom to contact [the citizen science activity coordinator or Data Protection
Officer] if | have any further questions or concerns about my participation.

By signing this form, | confirm that | have had sufficient opportunity to ask any questions
about the project and my participation in it, and that all my questions have been answered

to my satisfaction.

Participant's Name (Print):

Participant's Signature:

Date:
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Annex 3 — Informed assent form
ECHO - Engaging Citizens in Soil Science: The Road to Healthier Soils
Assent Form for Minors

Hello! We're really excited that you're interested in the ECHO project, where we learn about
soil and how to keep it healthy. Before you start, we want to explain a few things and make
sure you're okay with joining us.

What is this project about?
ECHO is a project where people like you help scientists learn more about soil — the dirt and
ground we find outside. We collect samples, note what we see, and share our findings.

What will you do in this project?
e Collect soil from places we agree on.
e Write down what you notice about the place and soil.
e Share this information with us.
e If you want, talk about what you find with others in the project.
e Answer some questions before and after you join, so we know how you feel about
the project.

For our ECHO project, we'll need to collect a little information about you.
e This is just to know where you've found your soil samples and how to get our special
soil testing kit to you.
e We promise to only ask for what we really need and to keep your information safe
and private.
e Your parent or guardian has given us the thumbs up to use this information to make
the project a success. We won't let it get into the wrong hands.

Sharing data outside of Europe:

e We want you to know that some of the data you provide, like where you find your
soil samples, might be seen by people in countries outside Europe. But don't worry,
we've got a plan to keep your information safe. We'll use special tricks like adding a
bit of blur to the location details. This way, we protect your privacy by making sure
no one can figure out exactly where the data came from.

e Personal data may also be transferred bi-directionally between the UK and EU for
scientific purposes.

Retention Period of Your Personal Data:

Just so you know, we won't keep your information forever. We'll hold on to it for a certain
time — just long enough to do all the cool soil science stuff we've talked about. After that,
we'll either turn your details into a secret code (so no one knows it's you) or make them
disappear like a magic trick, never to be seen again. This is our promise to use your
information carefully and not keep it longer than we need.
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Is it okay if you don't want to join?
Yes! It's totally up to you. If you decide to join and later change your mind, that's okay too.
You can stop anytime, and it won't be a problem.

Will we keep your information safe?
Yes, we will. We'll be very careful with the information you give us. We won't tell anyone
your name or anything that lets people know the information came from you.

Do you have questions?
If you have any questions now or later, you can always ask. We're here to help and want you

to feel comfortable.

If everything sounds good and you want to join, please write your name and sign below.
Remember, it's okay to say no if you don't want to join.

Your Name (please print):

Your Signature (if you want to join):

Today's Date:

We also need your parent or guardian to say it's okay for you to join. They will fill out their
own form.

Thank you for thinking about joining ECHO - Engaging Citizens in Soil Science. Whether you
join or not, we think it's great you're interested in learning about soil!

To be filled by Parent or Guardian:

|, [Parent/Guardian's Name], confirm that | have read this assent form and discussed the
ECHO project with [Child's Name]. | give permission for my child to participate in this project.

Parent/Guardian's Name (Print):

Parent/Guardian's Signature:

Date:
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Annex 4 — Consent Form for Photography / Recording

Project Description:

As part of the ECHO project, we engage in various activities related to soil science, including
fieldwork, workshops, and community events. To document and promote our work, we
occasionally take photographs and make recordings during these activities.

Purpose of Photography/Recording:

The photographs and recordings will be used to showcase the project's progress, share our
findings with the community, and promote soil science education. They may appear in
reports, presentations, social media, promotional materials, and educational resources.

Consent and Release Agreement

|, [Participant's Name], hereby agree to be photographed and/or recorded as part of the
ECHO project activities.

Use of Images/Recordings:
e | understand that the images/recordings may be used for project documentation,
educational content, promotional activities, and other related purposes.
e | agree that these images/recordings may be used without any further approval from
me.

Duration of Consent:
e This consent is valid indefinitely from the date of signing unless otherwise revoked in
writing.

No Compensation:
e | understand that | will not receive any monetary compensation for my participation
or for the use of images/recordings.

Revocation of Consent:
e | understand that | may revoke this consent at any time by providing written notice to
the citizen science activity coordinator.

Rights and Ownership:
e | understand that the ECHO project and its affiliates will own the rights to these
images/recordings and may use them in any lawful way.

Voluntary Participation:
e My agreement to participate and allow photography/recording is completely
voluntary, and | am free to withdraw my consent at any time.
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Release of Liability:
e | release the ECHO project, its coordinators, and affiliates from any claims, damages,
or liability arising from the use of my image/voice/likeness.

Participant's Information:
Name (Print):
Signature:
Date:
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